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Stories and 
Issues

To get us thinking ….



Medical
Models developed to predict what patients might benefit from preventive medical 
care

Excluded race, but used future cost to health system to predict & rank 

Cost is not race-neutral – minority patients have fewer costs than white patients 
with same conditions

• Less medical insurance
• Fewer options for care

Underestimates health needs of sickest minority patients

Mapping highest scores showed concentration in affluent suburbs

https://www.nbcnews.com/news/nbcblk/racial-bias-found-widely-used-health-care-algorithm-n1076436
https://www.washingtonpost.com/health/2019/10/24/racial-bias-medical-algorithm-favors-white-patients-over-sicker-black-patients/

https://www.nbcnews.com/news/nbcblk/racial-bias-found-widely-used-health-care-algorithm-n1076436
https://www.washingtonpost.com/health/2019/10/24/racial-bias-medical-algorithm-favors-white-patients-over-sicker-black-patients/


Hiring
Amazon constructed experimental tools to score 
resumes – one to five stars

Realized ratings were not gender-neutral

Models were trained using data from previous 10-
year period – reflecting male dominance in tech

https://www.reuters.com/article/us-amazon-com-jobs-automation-insight/amazon-scraps-secret-ai-recruiting-
tool-that-showed-bias-against-women-idUSKCN1MK08G

https://www.reuters.com/article/us-amazon-com-jobs-automation-insight/amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK08G


Criminal Justice
Glenn Rodriquez – flagged as “high risk” based on trade secret 
algorithm and refused parole

• Arrested at 16 and convicted of 2nd degree murder
• 26 years later … 0 disciplinary actions
• 4 years trained service dogs for wounded veterans
• 11 years youth volunteer
• “Question 19”

Predictive policing software

• Focus on already hotspot areas
• Add police – increase in reports
• Resulting spike used as justification

https://washingtonmonthly.com/magazine/junejulyaugust-2017/code-of-silence/

https://washingtonmonthly.com/magazine/junejulyaugust-2017/code-of-silence/


Hiring
Face scanning algorithm analyses candidates’ facial 
movements, word choice, speaking voice to assess

Gives them an employability score

Proprietary tool – unable to ask machine what they did 
wrong or how to improve

Company did not know how the algorithm worked

https://www.washingtonpost.com/technology/2019/10/22/ai-hiring-face-scanning-algorithm-increasingly-
decides-whether-you-deserve-job/

https://www.washingtonpost.com/technology/2019/10/22/ai-hiring-face-scanning-algorithm-increasingly-decides-whether-you-deserve-job/


Training Data
What about training data?

Amazon Alexa and other smart speakers are common.

Conversations & sounds are recorded.

Humans listen, transcribe, and annotate to create training data. 

What about cameras?

https://www.bloomberg.com/news/articles/20
19-04-10/is-anyone-listening-to-you-on-alexa-a-
global-team-reviews-audio

https://www.bloomberg.com/news/articles/2019-04-10/is-anyone-listening-to-you-on-alexa-a-global-team-reviews-audio


Driverless Cars
Autonomous vehicles - what should vehicle 
algorithms do?
• Assume accident is unavoidable
• Minimize damage to car?
• Save car passengers?
• Save pedestrians?

The Moral Machine

• http://moralmachine.mit.edu/

https://www.nature.com/articles/d41586-018-07135-0
https://www.nature.com/articles/s41586-018-0637-6
/code-of-silence/

http://moralmachine.mit.edu/
https://www.nature.com/articles/d41586-018-07135-0
https://www.nature.com/articles/s41586-018-0637-6
https://washingtonmonthly.com/magazine/junejulyaugust-2017/code-of-silence/


Thirteen (13) scenarios where someone 
would die

Mix of situations -

• Young or old
• Rich or poor
• More people or fewer

For the most part… regardless of age, 
gender or country most
• Spared humans over pets
• Groups of people over individuals

https://www.nature.com/articles/d41586-018-07135-0
https://www.nature.com/articles/s41586-018-0637-6

Moral Machine

https://www.nature.com/articles/d41586-018-07135-0
https://www.nature.com/articles/s41586-018-0637-6


Western
• Preference for inaction
• No dips or major peaks

Eastern 
• Sparing pedestrians
• Sparing the lawful
• Dip – young and fit

Southern
• Sparing females
• Spring the fit & young
• Sparing higher status
• Dip – inaction and lawful

https://www.nature.com/articles/d41586-018-07135-0
https://www.nature.com/articles/s41586-018-0637-6

Moral Machine

https://www.nature.com/articles/d41586-018-07135-0
https://www.nature.com/articles/s41586-018-0637-6


What 
would 
you do?

Given the previous scenario with 
a driverless car – what is your 
decision?
• Hit the people
• Hit the barrier

Would you ride in a driverless 
car?

Go to www.menti.com and enter 
the code.

http://www.menti.com/






What is data ethics?
So we have a common 

understanding…



What is 
Data 
Ethics?

Ethics …

Is the study of right 
and wrong

Is the set of moral 
principles governing 

our behavior

Is often abstract –
guidelines

Data Ethics builds on 
30 years of computer 

ethics then … 
information ethics.

Data are 
foundational… lowest 

abstraction.

Related areas: Data 
Science Ethics, Ethics 
in AI, Big Data Ethics



Three Axes of Data Ethics
Ethics of Data – Collection of large datasets

• Re-identification of individuals, Privacy
• Trust and transparency
• Web-scraping

Ethics of Algorithms – Increasing complexity and autonomy of algorithms (e.g., 
Internet of Things)

• Machine learning
• AI, robots

Ethics of Practices – Responsible innovation, R&D, usage – foster innovation and 
protect rights

• Informed consent, Confidentiality
• Hacking
• Secondary use – integration of data sets

https://royalsocietypublishing.org/doi/full/10.1098/rsta.2016.0360
https://www.dataversity.net/what-are-data-ethics/

https://royalsocietypublishing.org/doi/full/10.1098/rsta.2016.0360
https://www.dataversity.net/what-are-data-ethics/


Another 
definition … 

• From United Kingdom Data Ethics 
Framework:
• Data ethics is an emerging branch 

of applied ethics which describes 
the value judgements and 
approaches we make when 
generating, analyzing and 
disseminating data.

• Includes/requires
• Knowledge of data protection law 

and legislation
• Appropriate use of technology

• Holistic approach – good practices in 
computing, ethics and information
assurance

https://www.gov.uk/governm
ent/publications/data-ethics-
framework/data-ethics-
framework

https://www.gov.uk/government/publications/data-ethics-framework/data-ethics-framework


Another 
definition …

http://raw.rutgers.edu/doc
s/wcars/38wcars/Presentat
ions/Dan%20-
%20Ethics%20for%20Big%
20Data%20and%20Analyti
cs.pdf

• According to Daniel E. O’Leary, 
University of Southern California 
(Ethics for Big Data and Analytics, 
2016):

Big data ethics as the analysis of 
the nature and societal impact of 
big data technology and the 
corresponding formulation and of 
policies for ethical use of big data.

• Discusses how big data ethics differ 
from general ethics and computer 
ethics

• Different emerging codes of ethics
• Lack of specificity in existing 

computer/general ethical 
frameworks

http://raw.rutgers.edu/docs/wcars/38wcars/Presentations/Dan%20-%20Ethics%20for%20Big%20Data%20and%20Analytics.pdf


Another 
definition … 

http://magnacartafordata
.org/data-ethics-is-about-
anticipation/

• According to the Data Ethics Ireland 
Community:

Data ethics, as the set of principles 
and methods through which the 
ethical implications of applications 
of data processing and analysis 
(Data Science) are considered and 
resolved... It is about 
understanding complicated, hard 
to predict social phenomena 
emerging from complicated hardly 
understood technologies.

• Ethical implications are potentially 
infinite.

• Awareness of ethical implications 
have to be anticipatory – what if.

http://magnacartafordata.org/data-ethics-is-about-anticipation/


• https://weallcount.com/the-data-process/

https://weallcount.com/the-data-process/


How would 
YOU define 
data ethics?

Go to 
www.menti.com
and use the 
code.

http://www.menti.com/




What are we 
doing now?

Data Ethics 
Organizations: 
Principles



Data for 
Democracy

• Data for Democracy –
Global Data Ethics 
Project

• FORTS – Fairness, 
Openness, Reliability, 
Trust, and Social Benefit

• https://github.com/Data
4Democracy

https://github.com/Data4Democracy


Data & 
Society



DataEthics.eu



DataEthics.eu
A ThinkDoTank

Benefit – Who benefits from the data processing

Data control – Who has primary control (access, 
storage, consent)?

Transparency – Are data processes transparent (do 
people understand what happens with their data)?

Accountability – Can the system be audited?

Considerations – Are special needs of vulnerable 
citizens considered (e.g., children)?

Values for the future – Designing sustainable data 
solutions.



Data Ethics Principles

• David Hand – IMS Bulletin (Jan/Feb 
2019) – Data and analysis should…

• Serve the public good
• Be non-discriminatory
• Be trustworthy and honest
• Protect individual identities
• Adhere to legal requirements

https://imstat.org/archive-vol-48-2019/#Issue01

https://imstat.org/archive-vol-48-2019/#Issue01


Data Ethics Principles – UK
• Start with clear user need & public 

benefit
• Be aware of relevant legislation 

and codes of practice
• Use data that is proportionate to 

the user need
• Understand the limitations of the 

data
• Use robust practices and work 

within your skillset
• Make your work transparent and 

be accountable
• Embed data responsibly 

https://www.gov.uk/government/
publications/data-ethics-
framework/data-ethics-
framework

https://www.gov.uk/government/publications/data-ethics-framework/data-ethics-framework


https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines

https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines


What are we doing 
now?

Professional Associations: ethical guidelines and 
codes … 



ISI–International Statistical Institute



Ethical 
Guidelines for 
Statistical 
Practice

https://www.amstat.org/
ASA/Your-Career/Ethical-
Guidelines-for-Statistical-
Practice.aspx

• Professional Integrity and 
Accountability

• Integrity of Data and Methods
• Responsibilities to 

Science/Public/Funder/Client
• Responsibilities to Research 

Subjects
• Responsibilities to Research 

Team Colleagues
• Responsibilities to Other 

Statisticians & Data Scientists
• Responsibilities Regarding 

Allegations of Misconduct
• Responsibilities of Employers



Ethical 
Guidelines for 
Statistical 
Practice

Principle B

Integrity of data and methods

The ethical statistician is candid about any 
known or suspected limitations, defects, 
or biases in the data that may affect the 
integrity or reliability of the statistical 
analysis. 
Objective and valid interpretation of the 
results requires that the underlying 
analysis recognizes and acknowledges the 
degree of reliability and integrity of the 
data.



Royal 
Statistical 
Society



Royal 
Statistical 
Society



Royal Statistical 
Society
• Ensure official statistics are at the heart of policy 

debate

• Commit to greater data sharing between 
government departments for statistics and research 
purposes

• Champion basic training in data handling and 
statistics for politicians, policymakers and other 
professionals working in public services

• Maintain the commitment to keep pace with other 
leading scientific nations on investment in research 
and development

• Give the Office for National Statistics and the wider 
Government Statistical Service adequate resources



Royal Statistical 
Society
• Prepare for the data economy by skilling (training) 

up the nation

• Involve the public in shaping the conversation 
about how data is used.

• Misinformation needs countering but without 
undermining free speech

• Move beyond averages and break down data to a 
much more granular level

• Keep data regulation updated to protect the 
public



IEEE – Ethics 
in Action 

https://ethicsinaction.ieee.org/
#read

https://ethicsinaction.ieee.org/#read


General 
Principles

• Respect, promote & protect internationally 
recognized human rights

• Increased human well-being as success 
criterion

• Individuals to access and securely share 
data & to have control over their identity

• Provide evidence of effectiveness and 
fitness for purpose

• Transparency in decision making

• Unambiguous rationale for decisions -
accountability

• Guard against all potential misuses and 
risks

• Specify competence required for operation



Legislation
What countries are 

doing…



Protecting Data 
via Laws

• Protection of personal data 
is critical.

• Europe – GDPR – General 
Data Protection Regulation

• India – Personal Data 
Protection Act

• Brazil – General Data 
Protection Law

• California (US) – California 
Consumer Protection Act

https://papers.ssrn.com/sol3/papers.cfm
?abstract_id=3244203

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3244203


Protecting 
Data Rights

• Right to be informed
• Right to object
• Right of access
• Right to rectification or to be 

corrected/fixed
• Right to be forgotten



https://unctad.org/en/Pages
/DTL/STI_and_ICTs/ICT4D-
Legislation/eCom-Data-
Protection-Laws.aspx

https://unctad.org/en/Pages/DTL/STI_and_ICTs/ICT4D-Legislation/eCom-Data-Protection-Laws.aspx


https://www2.de
loitte.com/conte
nt/dam/Deloitte/
lu/Documents/p
ublic-sector/lu-
government-
trends-2020.pdf

https://www2.deloitte.com/content/dam/Deloitte/lu/Documents/public-sector/lu-government-trends-2020.pdf


US – Federal Data Strategy



US – Federal Data Strategy



https://strategy.data.gov/news/2020/12/01/data-
skills-catalog-and-data-ethics-framework/

https://strategy.data.gov/news/2020/12/01/data-skills-catalog-and-data-ethics-framework/


UN Secretary-
General's Data 
Strategy 
2020-22

https://www.un.org/en/content/datas
trategy/images/pdf/UN_SG_Data-
Strategy.pdf

https://www.un.org/en/content/datastrategy/images/pdf/UN_SG_Data-Strategy.pdf


What data 
ethics principles 
are important 
to you?

We discussed 
several principles. 

Go to 
www.menti.com
and enter the code.

http://www.menti.com/






Tools
To help us navigate to 

a better future…



https://wac-survey-
rails.herokuapp.com/

https://wac-survey-rails.herokuapp.com/


http://ethicstoolkit.ai/

http://ethicstoolkit.ai/


https://www.canada.ca/en/government/system/digital-government/digital-
government-innovations/responsible-use-ai/algorithmic-impact-assessment.html

https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/responsible-use-ai/algorithmic-impact-assessment.html


http://art360.mybluemix.net/

http://art360.mybluemix.net/


Another story…







Contact 
Information

• martinezw@verizon.net; 
martinez.wendy@bls.gov

• Office phone: +1 202-691-7400

• Cell: +1 202-360-3588

mailto:martinezw@verizon.net
mailto:martinez.wendy@bls.gov
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https://bdes.datasociety.net/council-output/example-big-data-research-controversies/
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Case studies …
What do you think ??



DNA – Genealogy

• April 2018 – Golden State 
Killer found in part by 
submitting DNA to a DNA 
database

• Information on distant 
relatives helped identify him

• Privacy policies changed to 
restrict law enforcement 
searches … Unless one opts in

• Would you opt in? 

• Would it depend on the type 
of offense?

• Go to menti.com

https://www.nbcnews.com/news/us-news/police-were-cracking-cold-cases-dna-website-then-
fine-print-n1070901

https://www.nbcnews.com/news/us-news/police-were-cracking-cold-cases-dna-website-then-fine-print-n1070901


More DNA …

• Direct-to-consumer DNA testing 
provides genetic information

• Determining ancestry
• Finding mutations - diseases

• Other uses of genetic information
• Medical research
• Drug development

• Would you agree to share your 
DNA to a for-profit company for 
research?

• What are the dangers of freely 
sharing genetic information?

• https://pharmacogeneticstesting.com/
pharmacogenomic-companies/23andme-
new-genetic-testing-products/

https://pharmacogeneticstesting.com/pharmacogenomic-companies/23andme-new-genetic-testing-products/


OkCupid Data Set

• In 2016 … data from ~70,000 OkCupid profiles were 
released – Open Science Framework (osf.io)

• Two researchers scraped data with a bot profile
• Age
• Gender
• Sexual orientation
• Personal responses

• Did not think violated ethics – data is public.

• What do you think?

• Go to menti.com. 

https://blog.datasciencedojo.com/big-data-ethics-10-experiments/

https://blog.datasciencedojo.com/big-data-ethics-10-experiments/


Education

Through case studies and more…





Case 
Studies in 
Ethics (NSF)



Case Studies 
in Ethics 

• Include data ethics in all courses – not just one 
lecture

• Case studies have been developed.

• Council for Big Data, Ethics, and Society
• https://bdes.datasociety.net

• Real situations …
• Should academic researchers use hacked 

data sets that have been released in 
public?

• What to consider when researchers co-opt 
Internet of Things (IoT) devices without 
knowledge or consent?

https://bdes.datasociety.net/


Case 
Studies in 
Ethics 



https://www.e-
education.psu.edu/research/projects/gisethics

https://www.e-education.psu.edu/research/projects/gisethics


Case Studies Ethics 
https://ethics.acm.org/integrity-
project/case-studies/

https://ethics.acm.org/integrity-project/case-studies/


Data Science 
Framework

Source: S. A. Keller, V. Lancaster, S. 
Shipp. (2017). Building Capacity for 
Data Driven Governance - Creating 
a New Foundation for Democracy, 
Statistics and Public Policy, 4:1-11. 
https://amstat.tandfonline.com/doi
/full/10.1080/2330443X.2017.1374
897#.XQf-M9NKhBw

https://amstat.tandfonline.com/doi/full/10.1080/2330443X.2017.1374897#.XQf-M9NKhBw


• https://weallcount.com/the-data-process/

https://weallcount.com/the-data-process/


DataEthics.eu
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