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Models developed to predict what patients might benefit from preventive medical
care

Excluded race, but used future cost to health system to predict & rank

Cost is not race-neutral — minority patients have fewer costs than white patients
with same conditions

¢ Less medical insurance
e Fewer options for care

Underestimates health needs of sickest minority patients

Mapping highest scores showed concentration in affluent suburbs

https://www.nbcnews.com/news/nbcblk/racial-bias-found-widely-used-health-care-algorithm-n1076436
https://www.washingtonpost.com/health/2019/10/24/racial-bias-medical-algorithm-favors-white-patients-over-sicker-black-patients/



https://www.nbcnews.com/news/nbcblk/racial-bias-found-widely-used-health-care-algorithm-n1076436
https://www.washingtonpost.com/health/2019/10/24/racial-bias-medical-algorithm-favors-white-patients-over-sicker-black-patients/

Hiring

Amazon constructed experimental tools to score
resumes — one to five stars

Realized ratings were not gender-neutral

Models were trained using data from previous 10-
year period — reflecting male dominance in tech

" HIRING B

https://www.reuters.com/article/us-amazon-com-jobs-automation-insight/amazon-scraps-secret-ai-recruiting-
tool-that-showed-bias-against-women-idUSKCN1MK08G



https://www.reuters.com/article/us-amazon-com-jobs-automation-insight/amazon-scraps-secret-ai-recruiting-tool-that-showed-bias-against-women-idUSKCN1MK08G

Criminal Justice

Glenn Rodriquez — flagged as “high risk” based on trade secret

algorithm and refused parole

* Arrested at 16 and convicted of 2"4 degree murder

e 26 years later ... 0 disciplinary actions

e 4 years trained service dogs for wounded veterans
e 11 years youth volunteer

e “Question 19”

Predictive policing software

e Focus on already hotspot areas
e Add police —increase in reports
e Resulting spike used as justification

https://washingtonmonthly.com/magazine/junejulyaugust-2017/code-of-silence/



https://washingtonmonthly.com/magazine/junejulyaugust-2017/code-of-silence/

Face scanning algorithm analyses candidates’ facial
movements, word choice, speaking voice to assess

Gives them an employability score

Proprietary tool — unable to ask machine what they did
wrong or how to improve

Company did not know how the algorithm worked

https://www.washington ) 10/22/ai-hiring-face-scanning-algorithm-increasingly-
decides-whether-you-deserve-job



https://www.washingtonpost.com/technology/2019/10/22/ai-hiring-face-scanning-algorithm-increasingly-decides-whether-you-deserve-job/

Training Data

What about training data?

Amazon Alexa and other smart speakers are common.

Conversations & sounds are recorded.

Humans listen, transcribe, and annotate to create training data.

What about cameras?

https://www.bloomberg.com/news/articles/20
19-04-10/is-anyone-listening-to-you-on-alexa-a-
global-team-reviews-audio



https://www.bloomberg.com/news/articles/2019-04-10/is-anyone-listening-to-you-on-alexa-a-global-team-reviews-audio

Driverless Cars

Autonomous vehicles -

?

e Assume accident is unavoidable
e Minimize damage to car?

e Save car passengers?

e Save pedestrians?

The Moral Machine

e http://moralmachine.mit.edu/

https://www.nature.com/articles/d41586-018-07135-0
https://www.nature.com/articles/s41586-018-0637-6
/code-of-silence/



http://moralmachine.mit.edu/
https://www.nature.com/articles/d41586-018-07135-0
https://www.nature.com/articles/s41586-018-0637-6
https://washingtonmonthly.com/magazine/junejulyaugust-2017/code-of-silence/

MORAL COMPASS

A survey of 2.3 million people worldwide reveals variations in the moral
principles that guide drivers’ decisions. Respondents were presented with 13

e scenarios, in which a collision that killed some combination of passengers
and pedestrians was unavoidable, and asked to decide who they would spare.
Scientists used these data to group countries and territories into three groups
based on their moral attitudes.

Preference
for inaction
v

Thirteen (13) scenarios where someone
would die

Mix of situations -

e Young or old

- »
) mefé’fg;ng 597"\(:\:%\3\
* Rich or poor tus e
° |\/|0re people or fewer [[] Western [ Eastern [ Southern

For the most part... regardless of age,

gender or country most

e Spared humans over pets
* Groups of people over individuals

https://www.nature.com/articles/d41586-018-07135-0 enature
https://www.nature.com/articles/s41586-018-0637-6



https://www.nature.com/articles/d41586-018-07135-0
https://www.nature.com/articles/s41586-018-0637-6

MORAL COMPASS

A survey of 2.3 million people worldwide reveals variations in the moral
principles that guide drivers’ decisions. Respondents were presented with 13

e scenarios, in which a collision that killed some combination of passengers
and pedestrians was unavoidable, and asked to decide who they would spare.
Scientists used these data to group countries and territories into three groups
based on their moral attitudes.

Preference
for inaction
v

Western

e Preference for inaction
e No dips or major peaks

Eastern

e Sparing pedestrians
e Sparing the lawful
e Dip —young and fit

[[] Western [ Eastern [ Southern

Southern

e Sparing females

e Spring the fit & young

e Sparing higher status

e Dip —inaction and lawful

https://www.nature.com/articles/d41586-018-07135-0 enature
https://www.nature.com/articles/s41586-018-0637-6



https://www.nature.com/articles/d41586-018-07135-0
https://www.nature.com/articles/s41586-018-0637-6

Given the previous scenario with

a driverless car — what is your
decision?

e Hit the people

What e Hit the barrier

would Would you ride in a driverless
you do? e

Goto and enter

the code.



http://www.menti.com/

What would you have a driverless car do - hit i
person or barrier?

16

Person Barrier
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Would you ride in a driverless car?

11

YES




What is data ethics?

So we have a common
understanding...



What is
Data
Ethics?

Data Ethics builds on
30 years of computer
ethics then ...
information ethics.

Data are
foundational... lowest
abstraction.

Related areas: Data

Science Ethics, Ethics
in Al, Big Data Ethics

Is the study of right
and wrong

Is the set of moral
principles governing
our behavior

Is often abstract —
guidelines




Three Axes of Data Ethics

Ethics of Data — Collection of large datasets

» Re-identification of individuals, Privacy
e Trust and transparency
e Web-scraping

Ethics of Algorithms — Increasing complexity and autonomy of algorithms (e.g.,
Internet of Things)

* Machine learning
¢ Al, robots

Ethics of Practices — Responsible innovation, R&D, usage — foster innovation and

protect rights

¢ Informed consent, Confidentiality
* Hacking
e Secondary use — integration of data sets

https://royalsocietypublishing.org/doi/full/10.1098/rsta.2016.0360
https://www.dataversity.net/what-are-data-ethics/



https://royalsocietypublishing.org/doi/full/10.1098/rsta.2016.0360
https://www.dataversity.net/what-are-data-ethics/

Another
definition ...

https://www.gov.uk/governm
ent/publications/data-ethics-
framework/data-ethics-
framework

* From United Kingdom Data Ethics
Framework:

* Data ethics is an emerging branch
of applied ethics which describes
the value judgements and
approaches we make when
generating, analyzing and
disseminating data.

* Includes/requires

* Knowledge of data protection law
and legislation

* Appropriate use of technology
* Holistic approach — good practices in

computing, ethics and information
assurance


https://www.gov.uk/government/publications/data-ethics-framework/data-ethics-framework

* According to Daniel E. O’Leary,
University of Southern California
(Ethics for Big Data and Analytics,

Another 2016):

C el Big data ethics as the analysis of
definition ... the nature and societal impact of
big data technology and the
tt://raw.ruteers.edu/doc corresponding formulation and of

s/wcars/38wcars/Presentat policies for ethical use of big data.

ions/Dan%20- . . . .
%4 20Ethics%20foro08ie%  © Discusses how big data ethics differ

20Data%20and%20Analyti  from general ethics and computer
cs.pdi ethics

* Different emerging codes of ethics

* Lack of specificity in existing
computer/general ethical
frameworks


http://raw.rutgers.edu/docs/wcars/38wcars/Presentations/Dan%20-%20Ethics%20for%20Big%20Data%20and%20Analytics.pdf

* According to the Data Ethics Ireland

Community:
Data ethics, as the set of principles
and methods through which the
An Oth er ethical implications of applications
deﬂ nition ... of data processing and analysis

(Data Science) are considered and
resolved... It is about
understanding complicated, hard
to predict social phenomena
emerging from complicated hardly
understood technologies.

http://magnacartafordata
.org/data-ethics-is-about-
anticipation/

* Ethical implications are potentially
infinite.

* Awareness of ethical implications
have to be anticipatory — what if.


http://magnacartafordata.org/data-ethics-is-about-anticipation/

of the data product life cycle.
DD

Funding Motivation Project Data Collection Analysis Interpretation Comu
Design & Sourcing & Dist

* https://weallcount.com/the-data-process/



https://weallcount.com/the-data-process/

How would [Sede

YOU define
data ethics?

and use the
code.



http://www.menti.com/

\What is your definition of data ethics?

A Mentimeter

Use the right data for the right reasons to
make the right decisions

say what you will do with the data and then
do only that.

evaluate moral problems associated with
data

The proper use of data that maximise the
benefit for the society.

Principles regarding the moral and social
impacts surrounding data collection and
analysis.

A framework forresponsible use of data
without doing damage to data subjects
and promotion of access to data.

A willingness to use data only for agreed-
upon goods for society.

being fair and unbiased in how information
represented by data is used and shared

Accountability




What are we sata Ethics

Organizations:

d O I n g n OW ? Principles



Data for
Democracy

* Data for Democracy —
Global Data Ethics
Project

* FORTS - Fairness,
Openness, Reliability,
Trust, and Social Benefit

* https://github.com/Data

4Democracy

B Data for Democracy’s Global Dat X =+

<&«

C O @& medium.com/data-for-democracy/data-for-democracys-global-data-ethics-project-working-groups-2-0-9a08...

M

Data for
Democracy

Data for Democracy’s Global Data
Ethics Project: Working Groups 2.0

Maureen "Mo" Johnson | Follow
Oct 1,2018 - 3 min read ¥y @ EA

One year ago, a group of volunteers at Data for Democracy launched a
grassroots ethical data initiative called the Community Principles of Ethical
Data Sharing. Shortly, after the announcement, I volunteered to lead a
working group, and, now, I'm proud to continue to support the D4D as a
full-time Community Manager for ethics, dedicated to applying the set of
ethical principles that we generated, together. This project is now known as
the Global Data Ethics Project (GDEP), in order to reflect that we are a

world-wide and growing community.

Tt ic mv hane that anr ethice caommumity at NAN hv ncino GNEP’c framewnrle

&

-

* 0® O

Signin | Get started

X



https://github.com/Data4Democracy

Data &

Society

B¥ About | Data & Society

x [k

< C (¢ @& datasociety.net/about/

What We Do

Statement of
Independence

Recent Press

Funding and
Partners

Job Opportunities

Annual Reports

WHAT WE DO

Data & Society advances public understanding of the
social implications of data-centric technologies and
automation.

The issues that Data & Society seeks to address are complex. The same innovative
technologies and sociotechnical practices that are reconfiguring society - enabling novel
modes of interaction, new opportunities for knowledge, and disruptive business paradigms -
can be abused to invade people’s privacy, provide new tools of discrimination, and harm
individuals and communities.




DataEthics.eu

Tools for Data Ethics

Download this newly updated dataethics-
readiness-test-2021

White Paper on Data Ethics in Public Procurement
of Al-Based Services

Principles of Data Ethics - Or get

it print on demand Feace, Love

# DataEthics
Data Ethics Tools for companies

Digital Selfdense Tools for
individuals

Ethical Softwarefor Working at Home and Keeping
Contact w Friends/Family

Data Ethics - The New Competitive Advantage

What is DataEthics.eu

We are a European independent
non-profit organisation with a global
outreach established in 2015. Our
aim is to ensure a human-centric
approach to data systems and
development. Read more about
background and values and Meet the
team.

DataEthics Research

The objective of DataEthics
Research/Academic (DataEthics RA)
is to conduct and publish
interdisciplinary constructive
research with a trans-technical and

—m AW . . A_d_ A W ..



DataEthics.eu
A ThinkDoTank

Benefit — Who benefits from the data processing

Data control — Who has primary control (access,
storage, consent)?

Transparency — Are data processes transparent (do
people understand what happens with their data)?

Accountability — Can the system be audited?

Considerations — Are special needs of vulnerable
citizens considered (e.g., children)?

Values for the future — Designing sustainable data
solutions.

WVALLIES FOR THE FUTLARE

DATAETHICS

DATAETHICS




Data Ethics Principles

e David Hand — IMS Bulletin (Jan/Feb
2019) — Data and analysis should...

* Serve the public good

* Be non-discriminatory

e Be trustworthy and honest

* Protect individual identities

* Adhere to legal requirements

https://imstat.org/archive-vol-48-2019/#lssue01
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https://imstat.org/archive-vol-48-2019/#Issue01

Data Ethics Principles — UK

 Start with clear user need & public
benefit

* Be aware of relevant legislation
and codes of practice

* Use data that is proportionate to
the user need

 Understand the limitations of the
data

* Use robust practices and work
within your skillset

* Make your work transparent and
be accountable

 Embed data responsibly

{1 GOVL.UK

https://www.gov.uk/government/
publications/data-ethics-
framework/data-ethics-
framework



https://www.gov.uk/government/publications/data-ethics-framework/data-ethics-framework

https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines

e - mhttps:,f,"ec.europa.eu,l‘futurium,.l’enfai-aIliance-consuItation,."guidelines

B Building trust in human-ce...
File Edit View Favorites Tools Help x @Convert - Select

Building trust in human-centric Al

The Ethics Guidelines for Trustworthy Artificial Intelligence (Al) is a document prepared by the High-Level
Expert Group on Artificial Intelligence (Al HLEG). This independent expert group was set up by the
European Commission in June 2018, as part of the Al strategy announced earlier that year.

Download the Guidelines

Languages available:

BG|CS|DE|DAJEL|EN|ES|ET|FIFRIHR|HUIT|LT|LVIMT|NL|PL|PT|RO|SK]|SL]|
SV



https://ec.europa.eu/futurium/en/ai-alliance-consultation/guidelines

What are we doing
NOW ?

Professional Associations: ethical guidelines and
codes ...



ISI-International Statistical Institute

E ISI Declaration on Professional £ X + — X
< > C (0 @& isi-web.org/index.php/news-from-isi/150-ethics-intro Y 0 e
HOME JOIN US COMMUNITY EVENTS AND AWARDS MEDIA ABOUT ISI RESOURCES
SCB

ISI DECLARATION ON PROFESSIONAL ETHICS 5

After careful work by the ISI Committee on Ethics, a revised and modernized version of the ISI Declaration on Professional Ethics was approved

by the ISI Council in July 2010 and formally presented on World Statistics Day on 20 October 2010.

VARIOUS LANGUAGES:

Declaration on Professional Ethics (adopted by the ISI Council 22 & 23 July 2010)

Déclaration d’Ethique Professionnelle (adoptée par le conseil de U'LLS. le 22me-23me juillet 2010)

Verklaring van Professionele Ethiek (vastgesteld door de ISI Council 22 & 23 juli 2010)

AIAKHPY=H ENATTEAMATIKHZ AEONTOAOTIAX (YIOOETHOHKE AMNO TO ZYMBOYAIO TOY IS|, 22 & 23 louAiou 2010)

ISI SAI12 2212 (2010 78 22 - 23 O}0[ £ 2HE 2| 0| 7FH| 20| A 7HZE| E ISI O] ALZS| Of| A] AH EH) e



Ethical
Guidelines for
Statistical
Practice

https://www.amstat.org/
ASA/Your-Career/Ethical-
Guidelines-for-Statistical-
Practice.aspx

* Professional Integrity and
Accountability

* Integrity of Data and Methods

* Responsibilities to
Science/Public/Funder/Client

* Responsibilities to Research
Subjects

* Responsibilities to Research
Team Colleagues

e Responsibilities to Other
Statisticians & Data Scientists

e Responsibilities Regarding
Allegations of Misconduct

e Responsibilities of Employers
ASA' N, o e U ko oot



Ethical
Guidelines for
Statistical
Practice

Principle B

Integrity of data and methods

The ethical statistician is candid about any
known or suspected limitations, defects,
or biases in the data that may affect the
integrity or reliability of the statistical
analysis.

Objective and valid interpretation of the
results requires that the underlying
analysis recognizes and acknowledges the
degree of reliability and integrity of the

ASAh



@ Data Ethics X + = X

< CcC O @ rss.org.uk/RSS/Get _involved/New_Special_Interest Group_/Data_Ethics.aspx?WebsiteKey=bc86df55-c2ae-.. & @ ¥* QO @ | @

Events = GetInvolved Influencing Change  Publications  Trai

Get Involved Home » Getinvolved » Special Interest Group » Data Ethics

+" Sections

=" Special Interest Groups Data EthICS
Data Ethics
Data Etic| Background
Finance and
The Data Ethics SIG is a newly formed special interest group of the Royal Statistical Society that was
established in 2018. The SIG includes representatives from various RSS Sections, media communicators,

Economics

WomenlinData governance structures and academic interests. It was formed to address emerging topics in the burgeoning

[ ] [ ] : .
[SclencelandiStatistics data ethics landscape, including coordinating the broad RSS interest in data stewardship and following up
Teaching Statistics the RSS Data Manifesto proposal for a council on data ethics.
+ Local groups

|~ Statisticians for Society Remit
+" Support school education The remit of the Data Ethics SIG is to be a focus for data ethics across the RSS. The SIG will organise
I Promote statistical careers ~ meetings for a broad range of attendees and engaging with Sections, particularly Data Science Section on

[ ]
Volunteer with AIMS topics such as algorithms. The SIG will work to enhance the visibility of ethical issues about data that do not
relate to ‘artificial intelligence’ (Al) and produce outputs:
Honours and awards

Volunteering at the RSS « Promoting good practice by addressing what good data stewardship and ethical practices look like
Statistics of the Year (with exemplars) and what they do not look like.
Statistics User Forum * Promoting the statistical aspects of data e.g. coverage, bias and stochastic rather than deterministic
thinking
n ’ m » Being a trusted voice on data ethics, including inputting to consultation exercises

« Coordinating data ethics interests across the RSS, throughout the UK landscape, and offering

international leadership



QDYASL .
TATISTIC AL :
J SOCIETY The Data Manifesto

Royal
Statistical
Society




Royal Statistical
Society

* Ensure official statistics are at the heart of policy
debate

* Commit to greater data sharing between
government departments for statistics and research
purposes

* Champion basic training in data handling and
statistics for politicians, policymakers and other
professionals working in public services

* Maintain the commitment to keep pace with other
leading scientific nations on investment in research
and development

* Give the Office for National Statistics and the wider
Government Statistical Service adequate resources




Royal Statistical
Society

ATISTICAL =
Ysociery The Data Manifesto

* Prepare for the data economy by skilling (training)
up the nation

* Involve the public in shaping the conversation
about how data is used.

* Misinformation needs countering but without
undermining free speech

* Move beyond averages and break down data to a
much more granular level

* Keep data regulation updated to protect the
public




Ethically Aligned Design, FirstE¢. X 4+

< C ¥ @ ethicsinaction.ieee.org

IEEE.org | IEEE Xplore Digital Library | IEEE Standards | IEEE Spectrum | More Sites

(Ve /"TIK'\ NI The IEEE Global Initiative on Ethics of
e o QlEEE

Autonomous and Intelligent Systems

LOBISTICS

INSPIRATION

& vaunaTions "t [} a

faﬁ?rﬁ\ * =

"From Princi\plesgto Practice"

Join more than 2,000 global experts moving From
Principles to Practice regarding the ethics of
autonomous and intelligent systems design and implementation.

d#o

IEEE - EthiCS PIEEE

https://ethicsinaction.ieee.org

Adersorg Sechnology
o e

In Action

https://ethicsinaction.ieee.org/
Hread



https://ethicsinaction.ieee.org/#read

General
Principles

Respect, promote & protect internationally
recognized human rights

Increased human well-being as success
criterion

Individuals to access and securely share
data & to have control over their identity

Provide evidence of effectiveness and
fitness for purpose

Transparency in decision making

Unambiguous rationale for decisions -
accountability

Guard against all potential misuses and
risks

Specify competence required for operation



Legislation

What countries are
doing...



* Protection of personal data
is critical.

* Europe — GDPR — General

protecting Data Data Protection Regulation
via Laws * India — Personal Data

Protection Act

* Brazil — General Data
Protection Law

e California (US) — California
Consumer Protection Act

https://papers.ssrn.com/sol3/papers.cfm
?abstract id=3244203



https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3244203

\/ e Right to be informed
* Right to object

* Right of access
Protecting * Right to rectification or to be

Data Rights corrected/fixed
* Right to be forgotten




¢ \
\i@ UNCTAD | Prosperity for all
NS

T

Data Protection and Privacy Legislation Worldwide

58% 10% 21% 12%
COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH COUNTRIES WITH
LEGISLATION DRAFT LEGISLATION NO LEGISLATION NO DATA
Countries: Regions: Download:
Select a country v Select a region -
+ Data Protection and Privacy Legislation Worldwide

https://unctad.org/en/Pages
/DTL/STI and ICTs/ICT4D-
Legislation/eCom-Data-
Protection-Laws.aspx



https://unctad.org/en/Pages/DTL/STI_and_ICTs/ICT4D-Legislation/eCom-Data-Protection-Laws.aspx
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https://www2.deloitte.com/content/dam/Deloitte/lu/Documents/public-sector/lu-government-trends-2020.pdf

US — Federal Data Strategy

- C {} & strategy.datagov

B= 1, official website of the United States sovernment Here's how you know w

ia é Federal Data Strateg\[

glﬂb Leveraging Data as a Strategic Asset

Home About Action Plan Action Progress Resources MNews

J:,] Federal Data
S Strategy —
P .




US — Federal Data Strategy

What is the Purpose of the Federal Data Strategy?

The use of data is transforming the world. The way the Federal Government provides, maintains, and uses data has a unique place in
society, and maintaining trust in Federal data is pivotal to a democratic process. To meet the changing role of data and needs of
democracy, the Federal Government created a coordinated and integrated data strategy that better enables data to deliver on mission,

serve the public, and steward resources while respecting privacy and confidentiality.

The mission of the Federal Data Strategy is to fully leverage the value of federal data for
mission, service, and the public good by guiding the Federal Government in practicing ethical
governance, conscious design, and a learning culture.

e The Federal Data Strategy, which comprises the Mission Statement, Principles, and Practices, provides a whole-of-government vision
and offers guidance on how agencies should manage and use Federal data.

* Annual Government-wide Action Plans identify concrete steps for agencies in a given year, to achieve the long-term vision.

The Federal Data Strategy is designed to derive value from data while supporting robust data governance and protecting security, privacy,

and confidentiality.



https://strategy.data.gov/news/2020/12/01/data-
skills-catalog-and-data-ethics-framework/

Data Skills Catalog and Data Ethics Framework
Now Available

December1, 2020

Washington - The mission of the Federal Data Strategy (FDS) is to fully leverage the value of federal data for mission, service, and the

public good.

As part of the FDS 2020 Action Plan, the General Services Administration (GSA) committed to complete Action 13: Develop a Curated Data
Skills Catalog (Catalog) and Action 14: Develop a Data Ethics Framework (Framework).

# The Catalog can be used to help agencies develop competencies for managing data as a strategic asset and making data-driven

decisions.
* The Framework can be used by federal leaders and data users as they make ethical decisions when acquiring, managing, and using

data to support their agency’s mission.

The release of these products marks the culmination of months of work by data experts across the Federal Government. We are grateful to

the teams who made this possible. The Catalog and Framework are now available on resources.data.gov. Read and use today!


https://strategy.data.gov/news/2020/12/01/data-skills-catalog-and-data-ethics-framework/

UN Secretary-
General's Data
St ra te g y for Action by Everyone, Everywhere

with Insight, Impact and Integrity

2020_2 2 2020-22

Data Strategy of the Secretary-General

https://www.un.org/en/content/datas
trategy/images/pdf/UN SG Data-
Strategy.pdf
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We discussed

What data several principles.
ethics principles
are important
to you?

Go to

and enter the code.
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A Mentimeter

Ranking

1st Transparency

2nd Reliability

3rd Trust

4th Fairness

5th Social Benefit

6th Privacy
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Nlame one thing you wiill tell others about data

ethics

General awareness

If you haven't started thinking about
it, you should.

Explainability of models

A Mentimeter




Tools

To help us navigate to
a better future...



https://wac-survey-

rails.herokuapp.com/
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# wac-survey-rails.herokuapp.com

WE ALL
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Dataset Bias Assessment Tool

Welcome to the We All Count Data
Biography Builder.

This tool is designed around the Data Equity Biography checklist. The tools
helps you identify potential sources of bias in your dataset and gives you

the chance to improve the equity in your use of the data.

This tool is designed to be used to assess the level of bias that is present in
dataset. This is designed to assess the level of bias prior to analysis. To get
a sense of the sources and locations of potential bias in your data most

completely you'll need the a copy of the survey tool that was used to collect


https://wac-survey-rails.herokuapp.com/

ethicstoolkit.ai

¥ & Convert ~ Select

TOP

Ethics & Algorithms Toolkit

ethicstoolkit.ai

BACKGROUND TEAM THE TOOLKIT FEEDBACK MEDIA LICENSE

.

»
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The question isn't whether you should, but when will you start?



http://ethicstoolkit.ai/

https://www.canada.ca/en/government/system/digital-sovernment/digital-
government-innovations/responsible-use-ai/algorithmic-impact-assessment.html

6 Sl Wl https://www.canada.ca/en/gevernment/system/ digital-government/digital-government-innovations/responsible-use-ai/al; ~ @& C #f X @

¢ Algorithmic Impact Assess... % [

File Edit View Favorites Tools Help % EHConvert v [FSelect

Francais ~

I* Government Gouvernement
of Canada  du Canada Search Canada.ca .

Canada.ca = Aboutgovernment = Digital Government = Digital governmentinnovations > Responsible use of artificial intelligence (Al)

Algorithmic Impact Assessment Tool

On this page

1. Introduction

2. Using and Scoring the Assessment

2.1 Scoring
2.2 Impact Levels

3. Instructions
34 Whento. Complete the-AlA



https://www.canada.ca/en/government/system/digital-government/digital-government-innovations/responsible-use-ai/algorithmic-impact-assessment.html

http://art360.mybluemix.net/

< C 1t A Notsecure | art360.mybluemix.net

IBM Research Trusted AL

Adversarial Robustness 360

Home Demos

The open source Adversarial Robustness Toolbox provides tools that
enable developers and researchers to evaluate and defend machine
learning models and applications against the adversarial threats of

evasion, poisoning, extraction, and inference.

Not sure what to do first? Start here!

Read More Try Web Demos

Learn about adversarial Explore interactive web

robustness concepts, demos that illustrate the
terminclogy, and tools before

you begin. toolbox.

capabilities available in this

Watch Videos

Watch videos to learn more
about the Adversarial
Robustness Toolbox.

Resources Videos

Read a Paper

Read a paper describing the
details of the Adversarial
Robustnass Toolbox.

® % Q

Use Tutorials

Step through a set of in-
depth examples to evaluate
and defend Al models.


http://art360.mybluemix.net/

Another story...
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CODEDBLIAS

Coded Bias

1h 25m | Social & Cultural Docs

This documentary investigates the bias in algorithms after M.I.T. Media
L ab researcher Joy Buolamwini uncovered flaws in facial recognition

technology.




* martinezw@verizon.net;

COntaCt martinez.wendy@bls.gov

H e Office phone: +1 202-691-7400
Information P
e Cell: +1 202-360-3588
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Case studies ...

“What do you think ??




DNA — Genealogy

e April 2018 — Golden State
Killer found in part by
submitting DNA to a DNA
database

* Information on distant
relatives helped identify him

* Privacy policies changed to
restrict law enforcement
searches ... Unless one opts in

* Would you opt in?

 Would it depend on the type
of offense?

* Go to menti.com

https://www.nbcnhews.com/news/us-news/police-were-cracking-cold-cases-dna-website-then-
fine-print-n1070901



https://www.nbcnews.com/news/us-news/police-were-cracking-cold-cases-dna-website-then-fine-print-n1070901

* Direct-to-consumer DNA testing
provides genetic information

* Determining ancestry
* Finding mutations - diseases

e Other uses of genetic information
* Medical research

More DNA * Drug development

* Would you agree to share your
DNA to a for-profit company for
research?

 What are the dangers of freely
sharing genetic information?

* https://pharmacogeneticstesting.com/
pharmacogenomic-companies/23andme-
new-genetic-testing-products/



https://pharmacogeneticstesting.com/pharmacogenomic-companies/23andme-new-genetic-testing-products/

OkCupid Data Set

* In 2016 ... data from ~70,000 OkCupid profiles were
released — Open Science Framework (osf.io)

* Two researchers scraped data with a bot profile
* Age
* Gender
e Sexual orientation
* Personal responses

* Did not think violated ethics — data is public.
* What do you think?

* Go to menti.com.

https://blog.datasciencedojo.com/big-data-ethics-10-experiments/
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Education

Through case studies and more...
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The Data Ethics Ireland Community Home About Case Studies Case Studies Submissions Form Contact

A community initiative to establish the principles by which data is ethically collected, processed and consumed

'FOR DATA

DATA ETHICS CASE STUDIES PROJECT E— n

The Data Ethics Case Studies Project endeavours to understand the ethical issues faced by people
conducting data research. This project uses interviews to explore the issues that concern the
researchers themselves, analyses and distils the issues into brief explorations and key questions, and
makes the resulting documents publicly available.

The aim of the project is to give a platform to researchers and their concerns thus bringing them a step
closer to other researchers who are facing the same issues and to researchers who are experts in ethics, | RECENT POSTS
law or human rights. Bringing researchers closer to one another will hopefully spark collaboration or at -

least co-operation and problem solving when it comes to ethical problems. % Fake news - technology as
part of the solution, not just
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COUNCIL FOR BIG DATA ETHICS AND SOClETY HOME QUTPUT LITERATURE MEMBERS BIBLIOGRAPHY CONTACT
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° ° e s : T
t u Ies I n Council for Big Data, Ethics, and Society
[ In collaboration with the National Science Foundation, the Council for Big Data, Ethics, and Society was
started in 2014 to provide critical social and cultural perspectives on big data initiatives. The Council brings
together researchers from diverse disciplines — from anthropology and philosophy to economics and law
— to address issues such as security, privacy, equality, and access in order to help guard against the

repetition of known mistakes and inadequate preparation. Through public commentary, events, white

papers, and direct engagement with data analytics projects, the Council will develop frameworks to help
researchers, practitioners, and the public understand the social, ethical, legal, and policy issues that
underpin the big data phenomenon.

The Council is directed by danah boyd, Geoffrey Bowker, Kate Crawford, and Helen Nissenbaum.



Case Studies
in Ethics

Include data ethics in all courses — not just one
lecture

Case studies have been developed.

Council for Big Data, Ethics, and Society
e https://bdes.datasociety.net

Real situations ...

* Should academic researchers use hacked
data sets that have been released in
public?

* What to consider when researchers co-opt
Internet of Things (loT) devices without
knowledge or consent?


https://bdes.datasociety.net/

Case
Studies in
Ethics

Ethics Education for Geospatial Professionals Products

PENNSTATE
= Oregon State University JM, UNIVERSITY OF MINNESOTA @AAG

gisprofessionalethics.org

Case Studies

Students develop ethical awareness and moral reasoning skills through methodical
analysis and discussion of case studies. The main contribution of the GIS Professional
Ethics Project is a collection of case studies that pose a range of ethical challenges faced
by geospatial professionals. Related educator resources are available on request for

most cases.

To learn more about the case method, including a "Seven Step Guide for Ethical
Decision Making," see Davis, Michael (1999) The Case Method. Ethics and the
University. New York: Routledge. For an example of ethical decision making using the



Case Studies

Students develop ethical awareness and moral reasoning skills through methodical analysis and discussion of
case studies. The main contribution of the GIS Professional Ethics Project is a collection of case studies that
pose a range of ethical challenges faced by geospatial professionals. Related educator resources are available
on request for most cases.

To learn more about the case method, including a "Seven Step Guide for Ethical Decision Making," see Davis,
Michael (1999) The Case Method. Ethics and the University. New York: Routledge. For an example of ethical
decision making using the "Mapping Muslim Neighbors" case, see DiBiase, David, Chris Goranson, Francis
Harvey and Dawn Wright (2009). The GIS Professional Ethics Project: Practical Ethics Edueation for GIS
Pros. Proceedings of the 24th International Cartography Conference. Santiago, Chile, 15-21 November. Also
in Unwin, D., K. Foote, N. Tate and D. DiBiase, Eds. (2011). Teaching Geographic Information Science and
Technology in Higher Education. London: Wiley and Sons.

For more information about GIS ethics, see DiBiase, D. (2017). Professional and Practical Ethics of
GIS&T. The Geographic Information Science & Technology Body of Knowledge (2nd Quarter 2017 Edition),
John P. Wilson (ed.). doi: 10.22224/gistbok/2017.2.2

https://www.e-
education.psu.edu/research/projects/gisethics

mapping_muslim_neighbors_case.pdf = A police department's plan to map potential terrorist enclaves brings charges of racial profiling.

caribou_routes case.pdf A GIS analyst is asked to exclude pertinent data from maps prepared for a public hearing.
mobile_phone_tracking_case.pdf Researchers track mobile phone users' movements to derive predictive models of human

mobility. Updated 4 December 2019

software_emergency_case.pdf Too few software licenses are available in the aftermath of a tsunami.


https://www.e-education.psu.edu/research/projects/gisethics

Case Studies Ethics
https://ethics.acm.org/integrity-

project/case-studies/

Case Studies

The ACM Code of Ethics and Professional Practice (“the Code”) is meant to be a uset
code, a document that can inform practice and education. It is useful as the conscien:
the profession, but also for individual decision-making. The following resources may
use in learning to apply the Code to your own situation.

As prescribed by the Preamble of the Code, computing professionals should approacl
dilemma with a holistic reading of the principles and evaluate the situation with
thoughtful consideration to the circumstances. In all cases, the computing profession
should defer to the public good as the paramount consideration. The analyses in the
following fictional cases highlight the intended interpretations of members of the 201
Code task force.

= Malware Disruption: Security vendors and government organizations collabor
disrupt the operation of an ISP that hosts malware.

= Medical Implant Risk Analysis: A medical implant device maker creates a sm
phone application to monitor and control the device.

» Abusive Workplace Behavior: A manager fails to address abusive behavior by
technical team leader.

» Autonomous Active Response Weapons: A defense contractor that specializ
autonomous vehicles begins to integrate automated weaponry.

» Dark UX Patterns: A web developer realizes that their client’s requests are inte

to trick users into making accidental and expensive purchases.
» Malicious Inputs to Content Filters: An Internet content filtering service dej

machine learning techniques to automate the classification of blocked content.


https://ethics.acm.org/integrity-project/case-studies/

Data SC|ence PROBLEM IDENTIFICATION: THEORIES AND WORKING HYPOTHESES

Framework

DATA DISCOVERY [INVENTORY | SCREENING | ACQUISITION]

DATA INGESTION AND GOVERNANCE

DATA WRANGLING

PROFILING « PREPARATION ¢ LINKAGE ¢ EXPLORATION

Source: S. A. Keller, V. Lancaster, S.
Shipp. (2017). Building Capacity for
Data Driven Governance - Creating
a New Foundation for Democracy,
Statistics and Public Policy, 4:1-11.
https://amstat.tandfonline.com/doi
/full/10.1080/2330443X.2017.1374
897#.XQf-M9INKhBw

M3IA3Y SOIH1T

FITNESS-FOR-USE

STATISTICAL MODELING AND ANALYSES



https://amstat.tandfonline.com/doi/full/10.1080/2330443X.2017.1374897#.XQf-M9NKhBw

of the data product life cycle.
DD

Funding Motivation Project Data Collection Analysis Interpretation Comu
Design & Sourcing & Dist

* https://weallcount.com/the-data-process/
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